Abstract-IT organisations are facing risks that make IT projects not able to meet up planned schedule and quality. Hence, there is the need for risk mitigation in IT organisations to support IT team members to mitigate risk. This paper is a contribution to propose a risk mitigation model to provide expert assistance during IT risk mitigation. By assisting team members and decision makers to identify risks associated with in IT process by providing risk documentation to estimate the probability and impact of IT risks. The risk mitigation model can also introduce risk advice and suggest alternatives to treat the risk by providing support for the reuse of knowledge gained from past IT projects. The risk mitigation model will assist IT organisations in mitigating risk and making right decisions using a risk repository as a medium to provide support for practitioners in the mitigation of mainly operational and technical risk.
I. INTRODUCTION
Risk is considered as something that might go wrong in any organizational process. Risk is also a combination of the likelihood of an event and its effects [1] . Risk is considered as possibility of occurrence or event/condition that will have a positive or negative effect on a project objective. Risk mitigation is sequences of phases whose aims to identify and reduce IT risk before they turn out to be either threat to IT project. Risk mitigation is an important process to assist organisation achieving new business changes, future investment in information and information system [2] . Risk mitigation is also the process of controlling actions which are identified and selects suitable ones to reduce risk according to project objectives [3] . Risk mitigation is put in place to ensure that risks have been adequately treated in the organisation. In order to minimize and control these risks successfully, IT risk mitigation policies and strategies have been developed and implemented in IT organizations [4] . Risk mitigation emphasizes taking action early in a project to prevent the occurrence of undesired events, or to reduce the consequences of their occurrence.
According to [5] risk mitigation focuses primarily on actions for estimating and planning the schedule, resources, and funding [5] . Risk mitigation is important in IT organisations in so many ways. According to [4] mitigation of risk provides a mechanism for managers to handle risk effectively by providing the step wise execution of the risk handling. [6] stated that the mitigation of risks aids managers to understand the mutual relationships among the enablers of risks mitigation and provides a suitable metric to quantify these risks. Thus risk mitigation gives opportunity to monitor risk. This would help the decision makers to estimate the impacts of various risks and consequently develop suitable strategies to counter them. [4] contributed that in risk mitigation decisions will be performed in order to have an efficient decision in the mitigation of identified risks. Meaning that mitigation of risk aids the management in making decision in IT processes. [7] affirms that risk mitigation provides a disciplinary environment for proactive decision making. That monitors continuously what could go wrong, determine which risks are important to deal with and implement strategies to deal with those risks. [5] pointed out that risk mitigation emphasizes on taking action early in IT project to prevent the occurrence of undesired events or to reduce the consequences of their occurrence. [8] report that risk mitigation stabilizing the requirements, designs and implementations in IT process. [9] maintained that risk mitigation is important because it focuses on identifying strategic and tactical approaches. Aimed at minimize the negative impacts of the identified risks to the systems overall functionality.
The objective of this work is to present the study of risk mitigation in IT organisations and also to present a risk mitigation model for IT organisations. The structure of this paper is organized as follows: Section 2 is related works, section 3 and 4 the methodology/ results section 5 is the model and finally, the study is concluded with section 6 which states the discussion and conclusion. 
A. Risk Mitigation in IT Organisation
The reviewing of risk mitigation is the most discussed issue in literature specifically relating to the previous model or framework. There are many risk mitigation models which have been developed in previous research works. The models that have been reviewed try to improve upon one another's design, or focus on different contexts. Furthermore, these models give clear definitions related to the concept of risk mitigation based on the context of the studies. However, most of them are lacking in clear explanation related to risk mitigation in detail. IT risk mitigation emphasizes taking action early in a project to prevent the occurrence of undesired events, or to reduce the consequences of their occurrence. By reducing IT project risks and future investment in IT projects. Many relevant studies have been reviewed from different issues and aspects. Each with its own strength and limitations.
B. Risk Mitigation Activities
Risk mitigation mainly involves providing solution to risk. The risks can be treated in different ways, each of which may require different resources at different times but for selecting the best solution is not an easy task. However, the high rate of failures in IT projects shows the unsuccessfulness of the activities of risk mitigation [1] ; [8] . The activity for mitigating risk includes Risk Rating in which the likelihood estimate and the impact estimate are put together to calculate an overall severity for this risk. These is done by figuring out whether the likelihood is low, medium, or high and then do the same for impact. Screening Examination of risk drivers mainly used to define which risks need further or more detailed analysis, which risks need treatment first, or which needs to be referred to a higher level of management.
Assumption risk analysis consists of estimating the frequency of each risk before treatment is being carried out. Assumptions are established by defining risk effects. A risk matrix that combines risk frequency and effects allows categories for levels of risk to be established. Review Solutions is also a risk mitigation activity use by the management perspective is included in the treatment of IT risks by comparing and reviewing various solutions to the risk defining an effective strategy to resolve the risks associated with the various risk. Benchmarking which is the process of determining what is the very best solution to the risk in the organisation; it assists to compare various risk solutions. Cost benefit analysis can be used for risk treatment where total expected risk costs are weighed against the total expected risk treatment benefits in order to choose the best or most profitable solution for the risk. Benchmark to state mission Knowledge Mapping involves data gathering, survey, exploring, discovery, conversation, disagreement, gap analysis, education and synthesis. It aims to track the loss and acquisition of risk information & knowledge. Standard risk management plan mainly used following the risk management activities, risk can also be monitored effectively in risk mitigation and Milestone tracking used for risk identification and treatment phase, by checking to ensure that the mitigation process is successfully implemented.
C. Existing Risk Mitigation Models in IT
There are few IT risk mitigation models which have been developed in previous research works. All of the previous models that have been reviewed have their own strengths and weaknesses since the researchers try to improve upon one another's design, or focus on different contexts. However, most of them are lacking in clear explanation related to risk mitigation in detail and most of the models don't consider the knowledgebase.
In [4] the researchers proposed a novel model for IT risk mitigation plan, which involves creating risk mitigation plan, defining triggers, designing a contingency plan and driving the actual risks. By identifying the risks consequences and occurrence probabilities. Their model was able to identify risk consequences, and presenting solutions to reduce the risks. [10] suggested a trival model for risk mitigation in IT development life cycle for identification of the risks and also provides a mechanism to handle them effectively. [7] presented a generic prescriptive methodology for mitigating risks by presenting a structured method to conduct risk investigation and make sure that there is less redundancy in the mitigation process. [11] proposed a model based mitigation of available risks. The model works with other models to carry out a risk mitigation activity which allows to assess the global impact of a set of risks and to choose the best set of countermeasures to cope with the risk. [9] developed a risk mitigating model for integrated IT systems. The model effectively identifies and addresses these potential technical risks, using a risk mitigating and systematic approach to IT product evaluation and integration. [12] proposed a risk mitigation model in SME. The research results indicate some factors as main risk mitigates by managing and mitigating the effective risks triggered by open innovation in SMEs. [2] presented a mitigation of IT risk management process model aimed at development of comprehensive risk mitigation plan. By focusing on the unseen risks and opportunities accompanying with the risk mitigation decisions, which are basically ignored in the other models.
[5] search based risk mitigation planning model catered for the problem of mitigating risk in IT projects by identify effective risk mitigation plans. Thus providing useful decision support for managers. [8] contributed by with an Innovative model for optimizing IT risk mitigation plan. They claimed that the model considers risks and opportunities in mitigation process. This fact has been ignored in the current models. However this model adds some costs to the risk process, and its remarkable benefits compensate the expenses. The model leads to an integrated mitigation plan for unseen risk. Lastly [13] presented a model for evaluating and mitigating IT project risk by integrating strategy and risk mitigation effectively in which strategies are distributed, the model can reduce IT risks and improving development performance.
III. METHODOLOGY
Case study was used in this research. Case study provides a broader view of structure of meaning of the phenomenon. This research uses a qualitative method. In which interview was used to collect data based on the selected case study. The instrument of the study is a semi-structured interview. There were 3 case studies have been selected in this research. The number of respondents that involved is shown in Table 5 . The practitioners answer the interview questions based on their skills and experiences in mitigating risk. The purposes of the case study are:
-To identify the people, process, activities, technology, technique, procedure and methods involved in the mitigation of risk in IT Governance. -To gain insight on the possible functions a risk mitigation model is supposed to have. 
A. The Case Study
A case study is a research strategy; it's a choice of object to be studied. It is a research design and it examines a phenomenon in its natural setting, employing multiple methods of data collection to gather information from one or a few entities (people, groups, or organizations). This section focused on explanatory analysis for each selected organisation. The number of respondents in the case study is shown in table 1. The three organisation involved in the study will be named as showed in table 5: as Case Study A, B and C.
Case Study A is a governmental organisation that practicing risks mitigation by applying risk assessment methods. Currently they responsible to plan develop and implement ICT activities and projects in accordance with its mission, that is, "To develop and enhance the teaching, research and administrative systems through the provision of a broad and comprehensive information technology system. Case Study B is an educational organisation, with staffs with experience in risk in information technology in general. Currently the organisation is one of the leading private universities in Malaysia. The institution also has affiliations with other foreign university across UK.
Case Study C is a governmental organisation practicing risk prevention and control by applying risk maintenance. Currently the department is responsible for managing and controlling all IT infrastructures in their organisations at large. Moreover in the case study, content validity was checked to ensure that the survey instrument to be developed will be understandable by mitigation experts. Any part that is not suitable for the respondents as general, need to be change with other appropriate and relevant questions. The findings in this section were important as a basis for the conceptual model development.
B. The Case Study Selection
The first step of the study was to explore the existing research on the selection of the case studies. It is important to note that in selecting criteria in this study, we referred mainly from two main sources: (i) Risk mitigation practitioners, and (ii) IT department. Thus purposely sampling was used in the selection process. The respondents were selected based on their experience on mitigating risk in their organisations. The case study is carried out to find the people, technology, process, measurement, method, techniique and procedure used in mitigating risk currently in their respective organisations. Also the respondents were asked questions on how to mitigate risk and what functions should a risk mitigation model or tool have.
C. Instrument Development
The research questions where used to develop the interview instrument to collect data. Below are the identified problems of risk mitigation in IT organisations. 1. The need for adequate data in the risk mitigation process to provide support to practitioners. 2. The difficult of mitigating risk decision making in IT organisations.
From the above problem the instrument below was developed. 
Quality Management
The respondent selected record keeping, proper documentation, structured workshop, feedback form, maintenance procedures, check list, training, cause-and-effect analysis, root cause analysis as procedures for risk mitigation. The respondent added that team discussion is also a procedure.
Other Suggestions
Lastly the respondents agreed that the risk mitigation prototype should be able to estimate and monitor the probability and magnitude of risk, calculating potential risk using quantitative data, providing suggestions for monitoring activities, supporting collaborative decision-making process among risk mitigation practitioners and he suggested that the prototype may also stimulate the risk/predict the risk effect for organizations continuity and to improve/educate the people using the system, and cloud technology can be used to mitigate risk since this technology has no problems and it's currently been in use.
V. PROPOSED MODEL Figure 1 illustrates the risk mitigation model that comprises of five (5) components namely risk identification, risk decision, risk treatment, risk monitoring and risk mitigation report. Each of the components is linked to the knowledge base which serves as the risk repository to record and update risks, and make reports by compiling those risk records. The knowledgebase saves and provide historical data that can be useful in mitigating risk in IT organisations. Thus there is need for a new risk mitigation model in IT organisation. This proposed model can carter for risk by providing adequate data in the risk mitigation process via the knowledgebase. Also the risk data retrieved from the knowledge assist the management in decision making relating to risk mitigation. The risk data also provides support for staffs such as the IT practitioners and decision makers in IT organisation as seen in figure 1 below. 
A. Risk Mitigation Components 1) Risk Identification
In risk identification component potential risks are determined by Risk analysts, IT Manager, Project team, System Analyst Senior Engineer by using process such as Risk Rating, Screening, Examination of risk drivers and assumption risk analysis. Risk identification is the first stage of the risk mitigation process. It is concerned with identifying the risks that could result to project failure. Risk identification may be a team process where a team get together to brainstorm possible risks. Alternatively, the project manager may simply use his/her experience to identify critical risks. As a starting point for risk identification, a checklist of different types of risk may be used. [13] ; [16] ; [4] ; [8] ; [10] ; [12] .
2) Risk Decision
Risk decision helps the decision makers to estimate the impacts and probability of various risks and have robust comprehensive information risks mitigation policy by effectively mitigating the risks it faces, organisations can guard against poor decision making, [6] ; [10] using process like decision tress or risk breakdown. Risk decision aims to deal with the risks inherent in a project and thereby exercise better control over the project and increase its chances of success.
3) Risk Treatment
Risk treatment is defining an effective strategy to solve the risks associated with the various risk classes defined. In risk treatment, the management perspective is included in the treatment of IT risks by comparing various solutions to the risk. In risk treatment, the management perspective is included in the treatment of IT risks by comparing various solution to the risk [2] ; [14] using process such as Bench marking, Cost benefit analysis and Benchmark to state mission.
4) Risk Monitoring
Risk monitoring aids in the checking of the risk milestones as the risk treatment is applied using process like Knowledge Mapping, Standard risk management plan and Milestone tracking. Another standard that has been developed is the ISO/IEC 17799 which uses a bottom-up approach to IT risk mitigation. Risk monitoring is a convenient milestone for reporting, reviewing and taking action. It aims to effectively communicate risk status to project managers and other stakeholders in order to support managerial actions [15] .
5) Risk Mitigation Report
This component comprises of risk output retrieved from the knowledgebase for the management and staffs in IT organisation. It comprises of a user manual, risk magnitude estimation (risk impact * risk probability), risk advice/documentation and statistical chart/graph on how to treat IT risk.
6) Knowledge base
Provides adequate support in the reuse of lessons learnt, best practices knowledge from previous projects to provide assistance and expertise in an effective way to mitigate risk [15] . This knowledge can be useful to team members who are not familiar with current risks; the knowledgebase is quantified using opinions of experts. Less-experienced users can benefit from access to this expertise.
7) Experts/Operational/Technical data
The experts are the people in the organisation who have skills on risk based on past experience. The experts add risks data (implicit knowledge) in to the risk mitigation system. This risk data is stored in the knowledge base and used for future risk mitigations in IT organisations.
8) Decision Makers/IT Practitioner
These are the staffs that utilize the risk data for risk mitigation process (tacit knowledge). The risk data from the experts are generated as risk report and use as support for performing treating the risk.
VI. DISCUSSION AND CONCLUSION
Risk mitigation has been a prime area of research since last two decades, and this area of research has received a highly overwhelming response and contribution from the researcher both: in industry and academia, world-wide. Risk is defined as the chance of certain occurrences adversely affecting project objectives. Risk mitigation practices in IT projects aims at early identification of risks. By actively changing the course of actions to mitigate the risk via risk identification, risk decision, risk treatment and risk monitoring [16] . According to [10] mitigation of risk provides a mechanism for managers to handle risk effectively by providing the step wise execution of the risk handling methodology, presenting the easy to understand, flowcharts to express the working of each mitigation/avoidance strategy against any risk factors in projects in IT organisations. Thus managers are provided with an opportunity to understand the focal areas that needs attention to minimize the risks to the real time and free flow of risk information.
Risk mitigation gives opportunity to the management to quantify risks in an agile environment and develop suitable strategies to treat the risk. This would help the decision makers to estimate the impacts of various risks and consequently develop suitable strategies to counter them. Also, risks mitigation aids IT managers to have a robust comprehensive risks mitigation policy in place, since it is necessary for IT managers to not only understand various risks mitigation variables but also the mutual relationships among them. This paper shows that existing risk mitigation models do not mitigate risks adequately in IT organisation. Most of the existing models do not make use of risk repository such as knowledgebase. Thus mitigating risk in IT organisations is unsuccessful due to inadequate support in the reuse of lessons learnt, best practices knowledge from previous projects to provide assistance and expertise in an effective way to mitigate risk [15] . This knowledge can be useful to team members who are not familiar with current risks; the knowledgebase is quantified using opinions of experts. Less-experienced users can benefit from access to this expertise. Further research in this domain will aim at developing a risk tool that can support the mitigation of IT risk in IT organisations. This tool will assist decision making policy makers in mitigation risk in their respective organisations.
